Daily Threat Intelligence Briefing

Today's threat briefing contains live links that connect you to the original source articles. You can see
the real URL by hovering your mouse over the links and checking that they match the source articles.
These links were taken straight from the website of the source article. Tyler Technologies has not
checked these sites or links for security.

News from Thursday November 20, 2025

(Reported on Friday November 21, 2025)

Government
CISA Releases Six Industrial Control Systems Advisories
Read more at Cisa.gov

Critics Say White House's Draft Al Order Is a Power Grab
Read more at GovInfoSecurity

Financial Institutions
Crypto mixer founders sent to prison for laundering over $237 million
Read more at Bleeping Computer

ShinyHunters Hack Salesforce Instances Via Gainsight Apps
Read more at BanklInfoSecurity

Healthcare
$5M Settlement in Geisinger Health, Nuance Insider Breach
Read more at HealthcarelnfoSecurity

Healthcare’s Reliance on Outdated IT Putting Patient Safety and Cybersecurity at Risk
Read more at TheHIPAAJournal

Other
GlobalProtect VPN portals probed with 2.3 million scan sessions
Read more at Bleeping Computer

Salesforce investigates customer data theft via Gainsight breach
Read more at Bleeping Computer

New SonicWall SonicOS flaw allows hackers to crash firewalls
Read more at Bleeping Computer

Turn your Windows 11 migration into a security opportunity
Read more at Bleeping Computer

Multi-threat Android malware Sturnus steals Signal, WhatsApp messages
Read more at Bleeping Computer
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News from Thursday November 20, 2025
(Reported on Friday November 21, 2025)

Google exposes BadAudio malware used in APT24 espionage campaigns
Read more at Bleeping Computer

D-Link warns of new RCE flaws in end-of-life DIR-878 routers
Read more at Bleeping Computer

TV streaming piracy service with 26M yearly visits shut down
Read more at Bleeping Computer
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